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Digital Signature Validation process
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First time Citizen has to Validate the signature before he prints it.

WE YT, HIeId

% - 0§/93/3093

\Validity unknown

Digitally Signed RAPPAR
REVENUE AND FO ARTMENT)
Pate : 06-Dec-2013 2:23)ST

Signer's identity unknown
%GHIHEIQ 7149 EHIae R

LS

AT G (A76T) SEfa, 2000 TAR REwies TeR] SHUIR &1 SRIVas SRIGI RN 4 3.

TSA@YTETRT - https://www mahaonling.gov.in/Verify 38 %€ @ a1 divaweve, THEITAUS, TR AWEG #. 967 966/ O @, T6T 49§ T PHIPMER
“MH<space>CSC<space>VRFY<space=><Jo AP INBIS FHG>" AT THUHTH TT3dl.




Digital Signature Validation process
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First time Citizen has to Validate the signature click on the image, then click on Signature

prosperities.
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Signature validity is UNKNOWN,

- The Document has not been modified since this signature was applied.

- The signer's identity is unknown because it has not been included in your list of
trusted identities and none of its parent certificates are trusted identities,

[ LegalNotice..(] l Signature Properties... l Close l
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Digital Signature Validation process

After Signature properties, then click on Signer Legal Notice

i . b
Signature Properties & _ u

@ Signature validity is UNKNOWN,
A

‘ Surmary | Document | Signer | Dateﬂ'ime| Legal ‘

When validating digital signatures, you should evaluate the Document that was signed and the
signer identity, Click Signer Legal Motice to review important information relating to signer
identity, including legal terms and conditions that apply should you rely upon any signature
created using the signer identity,

You should always view the original signed document to see what was signed (you can do this
by clicking View Signed Version in the Decument tab), Other tools available in the Document
tab can help you analyze what has changed since the document was signed; however, these
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tools are not a substitute for viewing the eriginal signed document.,

Some documents may contain content that can affect the document's on-screen and printed
presentation, You can get a description of such content by clicking View Document Integrity
Properties, In most cases the content is harmless (for example,  JavaScript used for form
calculations), You should venf‘ythat a document with such content comes from a trusted
source and that only per anges made to it before trusting it.

Signer Legal Notice... View Document Integrity Properties...

Validity unknown
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Digital Signature Validation process = Umited
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After click on Signer Legal Notice, now to click on Trust and Add Trusted identities.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

[T Show all certification paths found

MALI BHAIRAPPA R <tch | Summary | Details | Revocatioﬁ |TTUS’E )olicies | Legal Notice

This certificate is not trusted.

e
Trust Settings alidity unknown
igitally Signed RAFPPAR
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#  Sign documents or data
ate - 06-Dec-2013 (EIO2:23)5T

#  Certify documents

#  Execute dynamic content that is embedded in a

certified document
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e #  Execute high privilege JavaScripts that are embedded in

a certified document RIS

#  Perform privileged system operations (networking,
printing, file access, etc,)
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Digital Signature Validation process N lmited
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After click on Signer Legal Notice, now to click on Trust and Add Trusted identities and Now OK
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Miew  Window Help
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MALIBHAIRAPPA R <tch | Summary | Details | Revocation | Trust | Palicies | Legal Notice

This certificate is not trusted.

Trust Settings
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llidity unknown
If you change the trust settings, you will need to revalidate any signatures to see itally Signed RAPPA R

$ the change.
WENUE AND FO ARTMENT)
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Trusting certificates directly from a document is usually unwise. Are you sure
you want to do this?
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Digital Signature Validation process N mited
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Kindly select all three options in certified documents

el Issuer:  NIC sub-CA for NIC 2011

Usage: Sign transaction, Sign document

Expiration:  26-11-201513:15:14

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

idity unknown
[¥] Use this certificate as a trusted root rtally Signed

RAFFAR

If signature validation succeeds, trust this certificate for. WVENUE AND FO ARTMENT)
e 06-Dec-2013 2:23)ST

Signed documents or data

(V) ertified documents

" Dynamic content
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Privileged system operations (networking, printing, file
access, etc.)
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Digital Signature Validation process
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Kindly select all three options in certified documents and click on Ok
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Issuer:  NIC sub-CA for NIC 2011

Usage: Sign transaction, Sign document

Expiration:  26-11-201513:15:14

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Uze thiz certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

(VX ertified documents
" Dynamic content
@ Erbedded high privilege JavaScript

Privileged system operations (networking, printing, file
access, etc.)

idity unknown
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Digital Signature Validation process
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Then Click in Validate Signature OK, Validated Signature Sign is display on certificate

Signature valid N

Digitally Signed By MALI B
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Digitally signed certificates S linited
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Digitally signed certificate will be generated as follows once the user clicks approve and enters
DSC pin

*For guidance on set up of DSC signature and use, refer NIC user manual for the same

Signature valid ™

Digitally Signed By MALI B
(REVENUE AND EORE
Date : 06-Dec-2 j
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THANKS
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